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1  ABOUT THIS DOCUMENT 

This document describes in detail how to use and navigate through SmartehCloud 

Dashboard. 

1.1  Who Should Read This Document 

This document is the main source of information for users of SmartehCloud Dash-

board 1.0.20. You should read this document if you are new to SmartehCloud Dash-

board 1.0.20. 

1.2  Content of this document 

This document consists of the following chapters: 

• Chapter 1, “About this Document”:  Introduces the purpose and scope of 

this document, along with an overview of the terminology used. 

• Chapter 2, “Terminology”: Explains some basic words and concepts used in 

this document. 

• Chapter 3, “Description of  SmartehCloud Dashboard 1.0.20”: Provides an 

overview of the SmartehCloud Dashboard, offering essential knowledge for 

new users, along with practical examples. 

• Chapter 4, “General Usage of SmartehCloud Dashboard 1.0.20”: Covers 

key information on how to use the SmartehCloud Dashboard 1.0.20, including 

important user interface details. 

• Chapter 5, “SmartehCloud Dashboard 1.0.20 Tutorial”: Guides users 

through the application’s pages and content, offering a comprehensive tuto-

rial on how to navigate and use the app effectively. This chapter also de-

scribes the functions on each page, equipping users to utilize most of the ap-

plication’s features. 

• Appendix A, “Compatibility”. Details the system requirements needed to 

run the application. 

• Appendix B, “Error Reporting”: Provides instructions for reporting errors 

and encourages users to share their ideas or suggestions for future improve-

ments. 
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APPENDIX C – LICENSE 

• Appendix C, “License”: Contains the official software license for this 

product. 

• Appendix D, “Changes”: Lists all the changes that were added to newer 

versions of the SmartehCloud services. 
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2  TERMINOLOGY 

• Integrator 
A company, project, or building owner that manages users and devices in the system. 

• Roles/Privileges 
A system of permissions defining what actions users can perform based on their assigned role. 

• WAMP (Web Application Messaging Protocol) 
A communication protocol used for WebSocket-based messaging, often used to interact with 
devices in real-time. 

• MQTT (Message Queuing Telemetry Transport) 
A lightweight messaging protocol used to exchange data between devices over the Internet. 

• WebDAV (Web Distributed Authoring and Versioning) 
A protocol used for uploading, downloading, and managing files on a web server. 

• Device ID 
A unique identifier assigned to each device or user within the cloud system. 

• Cloud Services 
Services provided through the cloud that enable the management and communication of de-
vices, user accounts, and data. 

• WebSocket 
A communication protocol that enables full-duplex communication channels over a single TCP 
connection, often used in real-time web applications. 

• SSO (Single Sign-On) 
A user authentication process that allows a user to access multiple applications with a single 
set of login credentials. 

• Keycloak 
An open-source identity and access management solution for modern applications and ser-
vices, including SSO and user federation. 

• Device Certificates 
Digital certificates used to verify the identity of devices and secure communication with the 
cloud. 

• Revocation 
The process of invalidating or removing a user’s or device's certificate or access to the system. 

• Status Pop-ups 
Notifications that inform the user about the current status of an action or operation (success, 
failure, etc.). 

• Notification System 
A system that alerts users of important events, changes, or actions, often presented as pop-up 
messages or notifications. 

• Password Strength Meter 
A tool that indicates the strength of a password as it’s being typed, helping users create se-
cure passwords. 

• Password Confirmation 
A field in a form where users must re-enter their password to confirm that both entries match. 

• Popup Messages 
Messages displayed in a pop-up window, typically to inform the user of an action that needs 
confirmation (e.g., delete, update). 

• Notification Feedback 
Messages displayed to inform the user of the result of an action, such as whether it was suc-
cessful or not. 
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• Mobile-Friendly 
A design feature that ensures the application is easy to use and navigate on mobile devices. 

• Responsive Design 
A design approach that makes web applications adapt to different screen sizes, such as mobile 
phones, tablets, and desktop computers. 

• Dropdown 
A UI element that allows users to select an option from a list that expands when clicked or 
tapped. 

• Radio Button 
A UI element that allows users to select one option from a predefined set, where selecting one 
option automatically deselects the others. 
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3  DESCRIPTION OF SMARTEHCLOUD DASHBOARD 

3.1  About SmartehCloud Dashboard 

The SmartehCloud Dashboard is designed to manage users, projects, and Smarteh 

devices through a single web application. It is accessible at 

https://cloud.smarteh.com/dashboard/en/welcome. 

Example: An integrator (company) can create users, assign them permissions to 

work on a specific project, and connect different devices to the project. All of 

this can be done with the SmartehCloud Dashboard. 

 

Figure 1: SmartehCloud Dashboard Welcome Page 
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The user interface of this application was developed with simplicity as the top pri-

ority. It features a top navigation bar, where all additional information about the 

application can be accessed. There is also a button for user actions, such as select-

ing the integrator, choosing a project, setting up your user account, and logging 

out of the application. 

 

 

Figure 2: SmartehCloud Dashboard top navigation bar 

 

The middle section contains icons that direct users to the various services offered 

by our cloud application, which will be explained in detail in the following para-

graphs. 

 

The bottom section, or footer, includes company information and useful links that 

take users to our LinkedIn and YouTube profiles, as well as our website. 
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Figure 3: Services section of SmartehCloud Dashboard 

 

The user interface of the tool is easy to navigate and offers quick, intuitive ac-

tions. It provides feedback to the user when necessary. The tool is fully responsive 

and mobile-friendly, allowing users to access it on any modern browser.  

 

Figure 4: SmartehCloud Dashboard Services section in mobile view 
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4  GENERAL SMARTEHCLOUD DASHBOARD'S USAGE 

SmartehCloud Dashboard is designed as a central hub for connecting integrators 

(companies or building/project owners), projects, users, and Smarteh devices 

within a single application. It includes several services that allow users, depending 

on their role, to manage projects, devices, and other users. 

The primary protocol-based and device-dependent services currently include: 

• WAMP Service 

• MQTT Service 

• File Transfer Service 

• Remote Access Service 

These services enable monitoring and communication with Smarteh devices 

through their respective protocols. 

Each PLC device is assigned a unique Device ID, which serves as its identifier for 

recognition and management within the cloud environment. The term Device ID is 

used frequently throughout this document. The identifier can be found on the 

sticker on the back of each Smarteh device, alongside the device model identifier, 

P/N, S/N, and MAC address. It is also incorporated in the certificate of each device 

so it can identify itself to the cloud services. 

The application also features a modular, user roles and privileges-based access 

control management system. This allows an integrator user to create various roles 

and privileges as needed, thereby limiting access to certain services for users or 

devices. The figure below shows the evaluation page for each role of the currently 

selected user from the User Management Service page, which integrator admin us-

ers can view and inspect per project.

 

Figure 5: Example of a SmartehCloud Dashboard user project roles lookup 
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The application is fully secured, adhering to modern standards and guidelines. It 

integrates the Keycloak SSO system, enabling secure user management and access 

control for our services. The application is therefore fully compliant with the x.509 

security standard. 

Users can have different access levels, or scopes. At the top of the user hierarchy 

are super-users, who have admin rights and can create new integrators, assign us-

ers to them, create new roles and privileges, and revoke user or device certifi-

cates. Super-users have an overview of and control over the entire application, so 

this scope is primarily reserved for Smarteh admins. 

The second layer of the user hierarchy consists of integrator admin users, who are 

the owners of different projects. They can create and manage projects, create us-

ers, and assign them to their projects. They have an overview of their projects, us-

ers, and Smarteh devices. This scope is reserved for companies, building owners, 

or project owners. 

The user hierarchy of our Cloud Dashboard is shown in the figure below. 

 

Figure 6: SmartehCloud Dashboard user hierarchy 
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The third layer of our user hierarchy consists of integrator users, who have limited 

access to and views of the services within the application. Their access rights can 

be further adjusted through the roles and privileges system. These users must also 

be linked to an integrator, as they cannot use any Cloud services without one. 

After successfully logging in on the Welcome Page, users are prompted to select an 

integrator from a list, as one user can be a member of multiple integrators. If the 

user is also linked to a project, they must select it as well. 

 

Figure 7: Smarteh Dashboard Integrator selection at login 
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5  SMARTEHCLOUD DASHBOARD TUTORIAL 

5.1  The Landing page, login and Integrator/Project selection 

 

Figure 8: SmartehCloud Dashboard Landing page 

 

The SmartehCloud Dashboard is accessible at https://cloud.smarteh.com. Users 

are directed to the landing page and must log in with their credentials. 

After logging in, users are prompted to select their integrator and project (if appli-

cable), which will be set as the global integrator and project for the session. This 
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can be changed later on the main page.

 

Figure 9: SmartehCloud Dashboard Login form 

 

 
Figure 10: SmartehCloud Dashboard Project selection 
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5.2  The Main page 

The main page consists of a top navigation bar, a services section, and a footer 

containing information about our company. 

5.2.1  Top navigation bar 

The top navigation bar features the application’s logo, which returns the user to 

the main page when clicked. The middle section contains buttons linking to pages 

such as About Cloud, Contact Us, News, and a dropdown menu for switching the 

application’s main language between English and Slovenian. The next row includes 

buttons for returning to the dashboard, accessing FAQs, and visiting the Support & 

Downloads page. 

 

Figure 11: SmartehCloud Dashboard top navigation bar. 

 

It also features a User Settings dropdown, allowing users to select the current inte-

grator, project, change their account details, and log out. 

 

Figure 12: SmartehCloud Dashboard's User Settings dropdown 
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5.2.2  Project and Integrator Context Section 

In this section, the user can select the current Integrator and Project, as well as 

inspect the currently selected ones. By clicking on User, the user is taken to their 

user account settings, and by clicking on the Theme button, they can switch be-

tween light and dark themes for the GUI. 

 

Figure 13: SmartehCloud Project and Integrator context section 

5.2.3  Services section 

The services section consists of tiles, each linking to its own service page when 

clicked. At the top of this section, the current integrator and project are also dis-

played. The section becomes scrollable when the screen size is reduced. 

 

Figure 14: SmartehCloud Dashboard Services section 

 

 

 

 



 
 
 
 SmartehCloud Dashboard 1.0.20  

15 
 

5.2.4  Footer section 

In the footer section, the main information about our company is displayed, along 

with links to our main website and buttons that direct users to our LinkedIn and 

YouTube profiles.

 

Figure 15: SmartehCloud Dashboard Footer section 
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5.3  About Cloud page 

The About Cloud page holds some key information about our cloud services. 

 

Figure 16: SmartehCloud About page 
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5.4  Contact Us page 

The Contact Us page allows users to contact us with any question of information 

they want to share or get. 

Here the Input fields are: 

1. Full Name (Accepts users full name, number of characters is not limited 

2. Email (Accepts a valid user email) 

3. Subject (Accepts a subject of the email message, number of cahracters is not 

limited) 

4. Message (Accepts a message for this email, number of characters is not 

limited) 

 

 

Figure 17: SmartehCloud Contact Us page 
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5.5  FAQs page 

The Frequent Answers and Questions page displays commonly asked questions 

along with answers provided by our support team. The list is regularly updated. 

 

Figure 18: SmartehCloud Frequently Asked Questions page 
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5.6  News page 

The News page sources information from our company website at 

www.smarteh.com, where recent products and interesting news about our com-

pany are shared. 

 

Figure 19: SmartehCloud News page 
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5.7  Support & Downloads page 

The Support & Downloads page also provides information from our company web-

site at www.smarteh.com, where user manuals, catalogues, various software and 

firmware, and other examples are available. 

 

 

Figure 20: SmartehCloud Support & Downloads page 

5.8  User Settings page 

From the User Settings dropdown, users can access the User Settings page, the 

page can also be accessed via a Service icon. User Settings page is a place  where 

users can update their user details on the Account Details tab or change their pass-

word on the Change Password tab. Users can also see Server information where 

connection strings for connecting to various services that our devices support are 

located. 
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Figure 21: SmartehCloud Dashboard Account Details tab 

 

Here the Input fields are: 

5. Email (Accepts user email address, number of characters is not limited) 

6. Name (Accepts user name, number of characters is not limited) 

7. Last Name (Accepts user last name, number of characters is not limited) 
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Figure 22: SmartehCloud Dashboard Change Password tab 

Here the Input fields are: 

1. Current Password (Accepts the current password, number of characters is 

not limited) 

2. New Password (Accepts the new password, number of characters is not 

limited) 

3. Confirm Password (Accepts the new password, number of characters is 

not limited) 

 

The New Password and Confirm Password fields feature a built-in password 

strength meter, which informs the user when their password is strong enough to be 

accepted. It also checks if both passwords match. 

 



 
 
 
 SmartehCloud Dashboard 1.0.20  

23 
 

 

Figure 23: SmartehCloud Dashboard Server information tab 

 

Server information tab of User Settings has copiable connection strings that are 

useful for connecting to our cloud services via Smarteh devices or any other de-

vices that are connected to our cloud services. 
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5.9  The WAMP Service page 

The WAMP page displays devices using the WAMP protocol. WAMP (Web Application 

Messaging Protocol) is a real-time messaging protocol that enables communication 

between application components using publish-subscribe and remote procedure 

call (RPC) patterns. It is used with our PLC and other devices to debug their appli-

cations, to update their firmware and also to get information on the status of the 

device over this remote connection.  

The WAMP Service page is showing the status of each device along with their De-

vice ID, name, and description. It also allows users to reconnect these devices to 

the WAMP service. 

 

Figure 24: SmartehCloud Dashboard's WAMP service page 

  

The WAMP Service page is showing the status of each device along with their de-

vice ID, name, and description. It also allows users to go further to settings of the 

device and also see the Data that is posted to the WAMP service.  

The settings page has information about device status and user can also start and 

stop the program of the device on this page. User can also upload a new version of 

PLC project to the device. 
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Figure 25: SmartehCloud WAMP service settings page 

 

The data view page allows users to see al WAMP variables that PLC project has ex-

posed for remote control. Users can therefore observe alarms, statics and session 

variables there. Static values can also be set to local storage where each of the set 

data is saved in the cloud storage and also set these values directly to the PLC. Us-

ers can also turn on live fetch where selected variables are then shown in a live 

graph. 
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Figure 26: SmartehCloud WAMP service data page 
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5.10  The MQTT Service page 

The MQTT page displays devices using the MQTT protocol. MQTT (Message Queuing 

Telemetry Transport) is a lightweight, publish-subscribe messaging protocol de-

signed for low-bandwidth, high-latency, or unreliable networks. MQTT operates 

over TCP/IP and focuses on efficient message delivery with minimal overhead. It 

supports message queues, allowing clients to publish messages to topics and sub-

scribe to receive updates. It is used with our PLC and other devices to send and re-

ceive data that is then tied to their PLC application variables, to send different 

files to the device and also to get information on the status of the device over this 

remote connection. 

 

Figure 27: SmartehCloud Dashboard's MQTT  Service page 

 

The MQTT Service page view Devices tab is showing the status of each device along 

with their device ID and name. It also lists the topics to which the device is sub-

scribed or publishes. The topic can be refined so users can enable or disable which 

topics are displayed for certain device. Users can also see Topic data for subscribed 

or published topics.  
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On the topics data page users can inspect current MQTT messages for selected top-

ics, they can show them on a graph and also turn on live fetch. There are different 

MQTT message formatting options with an option to also change the PLC format of 

the variable. 

 

 

Figure 28:  SmartehCloud Dashboard's MQTT  Topics data page 

 

The MQTT Client tab takes user to a client for connection to our MQTT broker with 

login credentials that are the same as those for logging in to our cloud dashboard. 

Users can create their own dashboards there and then also style them. When con-

necting to our broker the dashboard that was created shows and users can com-

municate to their devices and control them from there. 
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Figure 29: SmartehCloud MQTT Client page 

 

 
Figure 30: SmartehCloud custom dashboard in MQTT client example 
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5.11  The File Transfer service page 

The File Transfer service uses WebDAV (Web Distributed Authoring and Versioning) 

which is an extension of the HTTP protocol that allows for remote management 

and editing of files on a web server. It enables users to create, move, delete, and 

modify files and directories over the internet, offering functionality similar to 

working with files on a local system.  

 

 

Figure 31: SmartehCloud Dashboard's File Service Details Panel 

 

This page consists of two panels. The Device Panel allows users to select the de-

vices from which they want to retrieve the uploaded files. Users can select a single 

device, multiple devices, or all devices using the Select All button. 

The File Transfer options Panel allows users to download files to their devices. Us-

ers must first select the File Type in this panel, which updates the path on the 

WebDAV server. The panel also displays details about the uploaded file, such as its 

size, file path on the WebDAV server, and the date of creation. The options are dis-

played on Download to Device tab. 
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Here the input dropdown is: 

1. File Type (gives the user the choice to which directory on WebDAV server to 

save the file) 

2. Here the file transfer input field takes: 

3. ZIP files (a single or multiple zip file containing multiple zipped files) 

4. Unzipped files (multiple or single unzipped files) 

File size for each transfer is currently limited to 100MB for each transfer. 

 

 

 Figure 32: SmartehCloud Dashboard's File Transfer options Panel  

 

On the Upload from Device tab users can upload the whole cloud directory as 

a .zip archive from selected devices. 

 

Figure 33: SmartehCloud Dashboard's Upload data from device 
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5.12  The Remote Access Service page 

The Remote Access service allows users to connect to their devices web settings or 

local web application with GUI using a VPN bridge. The connection is fully secure 

and session based, so each person has its own connection session to the device. 

The service allows the user to choose the VPN route or base url to the device, con-

nect via Smarteh IDE which uses a PYROS bridge, user can then also use connect to 

connect to the devices web GUI or settings to connect to the device web settings 

page. The IDE connect button when pressed locks the connection bridge for that 

person and when he uses the correct url string in Smarteh IDE to connect to that 

device over our cloud services the connection lock is disabled also it is automati-

cally disabled after 60s. 

 

 

Figure 34: SmartehCloud Remote Access page 
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5.13  The Certificates Service Page 

SmartehCloud implements user and device authorization and authentication using 

client/server certificates singed by our own Certificate Authority. The certificates 

represent a new better way of securing user and device connections to the cloud. 

The certificates replace the old way of username/password login which is more un-

safe. The certificates can be generated for each of the devices and users. Devices 

use the certificates to connect to the cloud (MQTT protocol, WAMP protocl, Web-

DAV protocol) and therefore identify themselves. Users must use the certificates to 

authenticate and connect to the cloud services. Furthermore if they use 3rd party 

clients for protocols such as MQTT they also need these certificates to connect to 

the cloud services. 

The Certificate Service page allows users to view details about their own or their 

devices' certificates. Users can also revoke or create new certificates for them-

selves or their devices and download them. The page consists of two sections: the 

left section, where device certificates can be created, revoked, or viewed. If the 

Create Certificate icon is red, It means the certificate is already created, and it 

can only be revoked, or its details can be obtained. In the right section, the cur-

rent user's certificates can be revoked, created, or viewed.  

 

Figure 35: SmartehCloud Dashboard Certificate Service page left section 

When the Create Certificate is pressed a popup dialog is shown where the user 

must confirm its actions, it is similar when revoking the device certificate. 

 

Figure 36: SmartehCloud Dashboard device certificate creation popup dialog 
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When the certificate is created a popup dialog with an option to download the cre-

ated certificate (public and private part of the key) in .pem format is presented. 

 

Figure 37: SmartehCloud Dashboard device certificate creation popup dialog 

 

The certificate details for each device can be seen in a popup dialog when pressing 

the Current Certificate button on each of the corresponding devices. 

 

 
Figure 38: SmartehCloud Dashboard device certificate creation popup dialog 

 

The user certificate creation and revocation procedure is identical to the device 

creation one. The only difference is that the certificate details: Email in the Cer-

tificate and expiration date are always shown in the details fields.  
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Figure 39: SmartehCloud Dashboard Certificate Service page right section 
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5.14  The Notifications page 

The Notifications page displays a list of notifications that the user got for his pro-

ject devices or for maintenance purposes. The user can inspect the name of the 

device that triggered the notification, its device ID, the subject of the message, 

the message content and also the date sent. The last item in each rows is the sta-

tus of the notification if it has been acknowledged yet or not. With a button on top 

of the table the user can acknowledge the selected notifications. Only the users 

with a proper notifications role can use this service. 

 

 

Figure 40: SmartehCloud Notifications page 
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5.15  The Devices page 

The Devices page displays a list of devices currently active in the project for the 

selected integrator. Furthermore if the user has admin role they also show all the 

integrator bound devices in the Integrator Devices tab otherwise only Project De-

vices tab is shown. If users have appropriate device creation role they can create 

new devices by clicking the "Create Device" button on the right, which takes them 

to the Create Device page. Users can also add devices to the project if they had 

been provisioned to our cloud services and have a valid SmartehCloud Unique ID at-

tached to them during production process. To delete a device, users can click the 

"Delete Device" button, and the deletion must be confirmed in the popup that ap-

pears. By clicking on the Device Name, users can access the Update Device page, 

where they can view and modify the device details. 

 

 

Figure 41: SmartehCloud Dashboard Devices 

 

The Create Device page contains fields for device name, device Device ID and a 

brief description of the device. 
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Figure 42: SmartehCloud Dashboard Create Device page 

 

Here the Input fields are: 

1. Name (Accepts device name, number of characters is not limited) 

2. Device ID (Accepts device Device ID, exactly 10 characters) 

3. Description (Accepts short device description text, number of characters is 

not limited) 

The Add Device page contains only a field for Unique ID of the device which is a 

connection string unique to that device and calculated from its Device ID. 

 

 

Figure 43: SmartehCloud Dashboard Add Device page 
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Here the Input fields are: 

1. Unique ID (Accepts a connection string, number of characters is at least 51) 

 

The Devices details page is used to update the details of each device if they are 

changed or they were entered incorrectly to begin with, the existing data is shown 

in the input fields. 

 

Figure 44: SmartehCloud Dashboard Device details page 

 

Here the Input fields are the same as above: 

1. Name (Accepts device name, number of characters is not limited) 

2. Device ID (Accepts device Device ID, exactly 10 characters) 

3. Description (Accepts short device description text, number of characters is 

not limited) 

Furthermore Device details page has a section to change device’s project to any 
other project inside same integrator. 
  

 

Figure 45: SmartehCloud Dashboard Change Device Project section 
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The next section on the Devices details is connected to the Remote Access service, 

where user can change the port of the Device Web application and initial route or 

base url. 

 

Figure 46: SmartehCloud Dashboard Device Remote Access settings 

 

Here the Input fields are the same as above: 

1. Port (Accepts port of the device application ranging from 0 to 65535) 

2. Initial Routes (Accepts a list of valid base url strings starting with “/”) 

 

The final section of Devices details page is the section where user can assign de-

vice roles. The roles allow devices to use certain services of our cloud application. 

User can with a press to the desired service change it from available to assigned 

roles, furthermore if a role has any connected role composites they all show in ef-

fective roles section. 

 

Figure 47: SmartehCloud Dashboard's Device Role settings 
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On the Integrator Devices page we have a list of devices bound to certain integra-

tor, there an admin can add the device to a certain project or delete it. 

 

Figure 48: SmartehCloud Integrator Devices page 

 

The default roles page lets admin user define what roles should his devices inherit 

when they are added to projects by default. 

 

 

Figure 49: SmartehCloud Integrator Devices default roles 
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Last there is an Activate Device page where an admin user can activate the device 

and therefore bind it to its integrator. 

 

 

Figure 50: SmartehCloud Integrator Devices activate device page 

 

Here the Input fields are: 

1. Unique ID (Accepts a connection string, number of characters is at least 51) 
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5.16  The Projects Service page 

The Project Management page allows users to view the current projects for the se-

lected integrator. Users can create new projects by clicking the "Create Project" 

button on the right, which takes them to the Create Project page. To delete a pro-

ject, users can click the "Delete Project" button next to each project. By clicking 

on the project name, users are taken to the Update Project page, where they can 

view and modify project details. 

 

Figure 51: SmartehCloud Dashboard Project Management page 

Each entry of the table shows details of the Project, from project name, location, 

building, description, copiable Project ID and information about creation date to 

Delete project button. Before the table there is also a row where currently se-

lected project is displayed 

The Create Projects page contains fields for Project Name, checkbox for Inherit Ac-

cess, a dropdown for country and city selection, Building input field and also a 

field for a brief Description of the project. 
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Figure 52: SmartehCloud Dashboard's Create Project page 

Here the Input fields are: 

1. Name (Accepts project name, number of characters is not limited) 

2. Inherit Access (checkbox to include or not include all the integrator mem-

bers in project) 

3. Country (Dropdown for selecting the country of the project) 

4. City (Dropdown with typing options for city / place of the project. 

5. Building (Accepts short project building text, number of characters is not 

limited) 

6. Description (Accepts short device description text, number of characters is 

not limited) 
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Figure 53: SmartehCloud Dashboard Update Project page 

The Update Project page allows users to update project details. If "Inherit Access" 

is enabled, all members of the integrator are automatically added to the project. 

Otherwise, users must be added individually using the panel on the right. The 

added members are then displayed in the panel at the bottom of this page. All the 

fields have the existing details already present in them. 

Here the Input fields are: 

1. Name (Accepts project name, number of characters is not limited) 

2. Inherit Access (checkbox to include or not include all the integrator mem-

bers in project) 

3. Location (Accepts short project location text, number of characters is not 

limited) 

4. Building (Accepts short project building text, number of characters is not 

limited) 

5. Description (Accepts short device description text, number of characters is 

not limited) 

6. Select Users (dropdown for adding project members from integrator mem-

bers list) 
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Figure 54: SmartehCloud Dashboard Update page members list 

 

The next section takes user to a Project file publish page, where an admin user can 

publish new project files and therefore inform his members that a new update to 

their devices software is pending. 

 

Figure 55: SmartehCloud Projects project file publish section 

 

On the Publish project file page the admin can enter Title or version label of the 

new update, pick to which devices of project is this project update intended and 

then also a file picker for the project update file. 
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Figure 56: SmartehCloud Projects Publish project file page 

 

Here the Input fields are: 

1. Title / version label (Accepts title or version label, number of characters is 

not limited) 

 

The next section is for Notifications where users if he has notification role enabled 

can tweak his notification settings, notifications are then relayed to his email ad-

dress. There are also specific settings for Device connection status or Integration 

or API events. 
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Figure 57: SmartehCloud Projects notifications settings 

 

Here the Input fields are: 

1. Minimum minutes between similar emails (Accepts a number in decimal 

format) 

2. Wait before sending (minutes) (Accepts a number in decimal format) 
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5.17  The Users page 

The Users page is limited to admin users, they display a list of users of the se-

lected project and also the users of the selected integrator, along with their de-

tails. Users email, first name, last name and creation date is displayed and the 

member can also be deleted from the project.  

 

Figure 58: SmartehCloud Dashboard User Management page 

 

User creation is restricted to the admin user or the user with appropriate role, nor-

mal users can add existing members to the project by email or name. 

 

Figure 59: SmartehCloud Dashboard User add member popup 
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By clicking on a user's email, users are taken to the Users details page where User 

Project roles can be selected and assigned. 

 

Figure 60: SmartehCloud Dashboard Users Project details page 

 

On the Integrator Users tab the admin can inspect also the users that are bound to 

the selected integrator. If the admin has sufficient role privileges it can also up-

date the role of the member. By clicking on his email that is colored in red the ad-

min can also inspect his user details and roles.  
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Figure 61: SmartehCloud Dashboard Users Integrator Users tab 

 

By clicking on Default roles button admin can specify default roles for the users 

that are bound to his integrator. 

 

Figure 62: SmartehCloud Dashboard Users Default roles 
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To add a member to the integrator that already has an existing SmartehCloud 
account the admin cn click on Add member button on Integrator Users tab. There 
he must input a valid user email and if he has sufficient role privilege he can also 
promote user to admin. 
 

 

Figure 63: SmartehCloud Users Add Integrator Member page 

Here the Input fields are: 

1. Email (Accepts a valid user email address) 

 
Admin user can also create a member to bind to his integrator on the create 
member page. 
 

 

Figure 64: SmartehCloud Users Create Integrator member 
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Here the Input fields are: 

1. Email (Accepts a valid user email address) 

2. First name ( User first name, number of characters is not limited) 

3. Last name ( User last name, number of characters is not limited) 
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5.18  The Alerts and Warnings pop ups 

While using this application, users may encounter various types of warning, status, 

and alert pop-ups and messages. 

 

Figure 65: SmartehCloud Dashboard Popup Message 

The popup messages, as shown in the figure above, are typically displayed to con-

firm if the user is certain they want to proceed with an action (such as deletion, 

updating, etc.). 

 

Figure 66: SmartehCloud Dashboard Notification 

Notifications are displayed when a user action is completed successfully or unsuc-

cessfully, informing the user of the outcome.  
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APPENDIX A – COMPATIBILITY 

The SmartehCloud Dashboard has been tested on all modern web browsers and is 

fully compatible with them. Additionally, it has been tested on both iOS and An-

droid native web browsers, ensuring compatibility across these platforms as well. 

It was also implemented to be a full PWA (Progressive Web App) supported applica-

tion so users can download and use it on any platform. 
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APPENDIX B – ERROR REPORTING 

For all the error reporting, please send an email with as much information about 

the error and possibly with screenshots to support@smarteh.si. 

mailto:info@smarteh.si
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APPENDIX C – LICENSE 

END-USER LICENSE AGREEMENT FOR SOFTWARE PRODUCT: 
SmartehCloud  

 
Copyright (C) 2002-2026 SMARTEH d.o.o. Slovenia. 
All rights reserved. 

 
This End-User License Agreement (“EULA”) is a legal agreement between you (as an 
individual or a company) and SMARTEH d.o.o. for the software product identified above, 
which includes computer software and may include associated media and "online" 
electronic documentation files ("SOFTWARE PRODUCT"). By installing, copying, or 
using this SOFTWARE PRODUCT, you acknowledge that you have read, understood, and 
agreed to be bound by the terms of this LICENSE AGREEMENT. If you do not agree to 
these terms, do not install or use the SOFTWARE PRODUCT. 
 
LICENSE CONDITIONS 
Smarteh d.o.o. disclaims any liability for direct or indirect damages resulting from 
programming errors or misuse of the SOFTWARE PRODUCT or associated hardware. 
 
SOFTWARE PRODUCT LICENSE 
The SOFTWARE PRODUCT is protected under copyright laws, international treaties, and 
other intellectual property laws. 
The SOFTWARE PRODUCT is classified as freeware. It may be downloaded and used 
free of charge, and it must not be sold or redistributed for profit to third parties. 
 
Rights and limitations under this LICENSE AGREEMENT: 

• You may install and use the SOFTWARE PRODUCT on multiple computers. You 
may also distribute it, provided that you do not modify or sell it. 

• You may not sell, decompile, reverse-engineer, or modify the SOFTWARE 
PRODUCT without prior written consent from Smarteh d.o.o. 

Each version or update is assigned a unique version number. If the SOFTWARE 
PRODUCT references a specific license version along with the phrase "or any later 
version," you are bound by the latest published license terms by Smarteh d.o.o. 
If you wish to incorporate parts of the SOFTWARE PRODUCT into other free programs, 
you must obtain written permission from Smarteh d.o.o. 
 
THIRD-PARTY LIBRARIES 
The SOFTWARE PRODUCT may incorporate third-party libraries. The use of such 
libraries is subject to their respective licenses. A list of third-party libraries used, along 
with their respective license terms, is available in the documentation. 
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WARRANTY 
As this SOFTWARE PRODUCT is licensed as freeware, it is provided "as is," without any 
express or implied warranties, to the extent permitted by applicable law. 
The entire risk regarding the performance of the SOFTWARE PRODUCT lies with you. If 
the SOFTWARE PRODUCT proves to be defective, you assume all costs related to 
servicing, repair, or data recovery. 
Smarteh d.o.o. shall not be liable for any software or hardware failure, nor for any 
damages incurred by you or third parties as a result of using this SOFTWARE PRODUCT. 
 
CONTACT 
For inquiries regarding licensing, please contact: 
Smarteh d.o.o. 
Poljubinj 114, 5220 Tolmin 
Email: support@smarteh.si 
Website: http://www.smarteh.com 
 
Tolmin, June 22, 2026 
 

http://www.smarteh.com/
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APPENDIX D – CHANGES 

The Following table describes all the changes to the document. 

Date V. Description 

23.01.2025 1 The basic version, issued as SmartehCloud Dashboard - User 

Manual. 

14.04.2026 2 The first reworked version. 

 


